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NOJOXEHHUE

00 00paboTke U o0eceyeHHH H€30NACHOCTH NEPCOHANBHBIX JaHHBIX, 00padaThiBaeMbIX B
UHPOPMANHOHHBIX CHCTEMAX NIEPCOHATBHBIX JAHHBIX MYHHIIHIATbHOI0 KAa3eHHOI 0
00meoHpa3oBaATEILHOIO YUPEKICHHA cpeXHel 00meodpa3oBaTeLHOMN MKOIBI ¢. ASIH
Asno-Malickoro MyHMIIHIIATLHOTO paiiona Xa0apoBckoro kpas

" 1. O6 e mosroxeHust

1.1. Hacrosmuee IHonoxenue 06 obpaboTke u obecneueHnu 6e30MaCHOCTH IEPCOHATBHBIX JAHHBIX,
00pabaThiBaeMbIX B HHPOPMAIIMOHHBIX CHCTEMAX NMEPCOHATBLHBIX AaHHBIX MYHUIIUIAIBHOTO
Ka3eHHOr0 00Ie00pa3oBaTeNbHOIO YUPEKACHHS CpeiHel 0011e00pa3oBaTeIbHOM HIKOILI C. ASH
AstHo-Malickoro MyHUIIMIAIBHOTO paitona XabapoBckoro kpas (nanee — [Tomoxenue) pazpaborano B
cootBeTcTBHU ¢ PenepanbHbM 3akoHOM 0T 27.07.2006 Ne 152-D3 «O nepcoHaIbHBIX TaHHBIX Y,
IMonoxxennem o6 obecneueHnn 6€30MaCHOCTH IEPCOHANBLHBIX AAHHBIX IIPH UX 00paboOTKE B
MH(OPMAMOHHBIX CHCTEMAX [IEPCOHANBHBIX JAHHbIX, yTBEPKIACHHEIM [TocTanOBIEHHEM
[IpaButensctBa Poccuiickoit ®enepanuu ot 01.11.2012 Ne 1119, u Ionoxeruem 06 0cOOEHHOCTIX
00pabOTKH NEPCOHANBHBIX JAHHBIX, OCYIIECTBIIAEMON 0€3 HCIOAb30BaHMs CPEACTB ABTOMATH3AINH,
yrBepxkaeHHBIM [Toctanosnenuem IpaButensctBa Poccniickoit ®eneparuu ot 15.09.2008 Ne 687.

* 1.2. Hacrosmum [TonoxenneM onpenensercs MOpIaoK o6paboTKH 1 obecedenns 6e30MacHOCTH
NIEPCOHATIPHBIX NAHHBIX, IIPU UX 00paboTke B HHPOPMANHOHHBIX CHCTEMAX NMEPCOHANBHBIX JaHHBIX C
HCIIOJIB30BaHUEM CPEJCTB aBTOMATU3ANH M €3 UCTIONH30BAHUS CPE/ICTB aBTOMATH3alHH B
MYHHLHXIIAIbHOM Ka3eHHOM 0011e00pa3oBaTeNbHOM YUPEXKICHHH CpeHel 06meobpazoBaTebHON
ko€ ¢. AsH AsHo-MalicKoro MyHUIIMNIANBHOTO paitoHa XabapoBckoro kpas (nanee — [llkona).

1.3. B nacrosmem Ilonoxennu ucnosip3yroTcs CIeAYIONINe MOHATHS:

1.3.1. brnokxupoBaHue NepCOHANBHBIX JAHHBIX — BpeMEHHOE NpeKpailenue coopa, CHCTeMaTH3aLHH,
HaKOTIICHHs], UCTIOJIB30BAHMS, PACHIPOCTPAHEHHUS IEPCOHANIBHBIX JAHHBIX, B TOM YHCIIC UX IE€PEAady.

1.3.2. MapopmanyuonHas CUCTEMA IIEPCOHANBHBIX JaHHBIX (fastee — VIHpopMaIiioHHas cucteMa) —

~ MH(pOPMALMOHHAs CHCTEMA, IPEACTaBIAIomas co00H COBOKYIHOCTh IEPCOHATBHBIX JAHHbIX,
cojepxauxcs B 6a3e AaHHBIX, a TAKXXe HHPOPMAIMOHHBIX TEXHOIOIHH U TEXHHYECKUX CPEJCTB,
TIO3BOJIIOMAX OCYIIECTBIATH 00Pa0OTKY TaKUX MEPCOHANBHBIX JaHHBIX C HCIIOIb30BaHUEM CPEACTB
aBTOMATH3alU{ UK 0€3 UCTIOIB30BAHUS TAKHX CPEJICTB.

1.3.3. Micionp30BaHue NEPCOHANBHBIX JAHHBIX — AEHCTBUA (ONEPaALiHH) C IEPCOHATBHBIMU JAHHBIMH,
COBEPUIAEMBIE OIIEPATOPOM B LEJIAX NPHHATHS PEIICHUH HJIM COBEPIICHMS UHBIX NCHCTBUM,
TOPOXKIAIOLIUX IOPUANYECKHE ITOCTEACTBUA B OTHOIIEHUY CYyOBEKTa IEPCOHATBHBIX JaHHBIX HIIM
JPYTUX JIMI{ JIMO0 HHBIM 00pa3oM 3aTpardBatONIMX MpaBa ¥ CBOOOAB CyOBEKTa IEPCOHATBHBIX
J@HHBIX MM IPYIUX JIHIL.



1.3.4. KonpuuenuuanbHOCTh IIEPCOHATBHBIX JAHHBIX — 0053aTebHOE i COOMIOACHUS ONePaTOPOM
HJIH MHBIM HOJIYYHBIIMM JOCTYII K IEPCOHABHBIM JIAHHBIM JIMOM TpeOOBaHME HE NOMYCKaTh UX
pacnpocTpaHeHust 6e3 coracus cyObeKTa NEPCOHANLHBIX TAHHBIX MITH HATHYHMA HHOTO 3aKOHHOTO

OCHOBAHHUA.

1.3.5. OGe3nmuuuBaHme NEPCOHAIBLHBIX JAHHBIX — AEHCTBHS, B PE3yJIbTATe KOTOPHIX HEBO3MOXHO
OnpeeuTh IPUHAIIIC)KHOCTD IEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIBHBIX
JJAaHHBIX.

- 1.3.6. O6paboTKa NepCcOHATBHBIX JAHHBIX — ACHCTBHA (ONEPAINM) C IEPCOHATBHLIMH JaHHBIMH,
BKJIIOYAs cOOp, CHCTEMATH3AIMIO, HAKOILUICHUE, XPaHEHHE, yTOUHEHHE (OOHOBIICHHE, M3MEHEHHE),
HCIIOJIF30BaHNe, pacpoCTpaHeHue (B TOM 4MCIIe nepesady), o0e3nnyuBanue, OJ10KHPOBaHHUE,
YHUUTOXKECHHE NEPCOHAIBHBIX JAHHBIX.

1.3.7. O6paboTKa mepcoOHaTBHBIX JaHHBIX 03 UCIIOIb30BAHHS CPEICTB aBTOMATH3AIMH (Jaee —
HeaBToMaTH3upoBaHHKI C1IOCO0) — NEHCTBUS C MEPCOHAILHBIMU JJAHHBIMH, TaKHe Kak cOop,
CHCTEMAaTH3aL¥s, HAKOIUIEHHE, XpaHEHHE, HCIIONb30BaHUE, YTOUHEHUE, PACIIPOCTPAHEHHE,
YHHUYTOKECHHE [IEPCOHATBHBIX JaHHBIX B OTHONIEHHHU KaXI0r0 U3 CyOBEKTOB IEPCOHATBHBIX JaHHbIX,
OCYIECTBIISIOTCSA MIPU HETIOCPEICTBEHHOM YHaCTHH YEJIOBEKA.

1.3.8. ObuienocTynHbBIE IEPCOHANIBHBIC IAHHBIE — IEPCOHAIbHBIE JaHHBIE, IOCTYII HEOTPAHUYEHHOTO
KpyTa JIAL K KOTOPBIM IIPEIOCTAaBIIEH € COIJIacHsl CyObeKTa IepCOHAIBHBIX JaHHBIX HIIH Ha KOTOPhIE B
- COOTBETCTBUH C (peaepaibHBIMU 3aKOHAMH HE paclpocTpaHsercs TpeboBanue cobIoneHus
KOH(UICHIIUAIBHOCTH.

1.3.9. Onepatop ~— lllkona, ropuandeckoe Uik GU3HIECKOE JIHLIO, OPTAHU3YIONIME H OCYIIECTRISIOIIUE
00paboTKy NepCOHATBHBIX JaHHBIX, @ TAKKE ONPEISNAIONINE [IeNU U CoJiepiKaHre 00paboTKH
TIePCOHATBHBIX JTAHHBIX.

1.3.10. Ilepconanbabie AaHHBIE — NI00as UHPOPMAIKS, OTHOCAIIAACS K ONPENEICHHOMY WK
oflpesieNiseMOMY Ha OCHOBaHUH Takoit nHdopManuu pu3nuecKkoMy Jny (CyObeKTy nepcoHabHAIX
JTAHHBIX ), B TOM YHCJIE €ro GaMmims, uMs, OTYECTBO, TOJI, MECHIL, IaTa K MECTO POXKICHHMS, aJIpec,
ceMeifHoe, conpanbHoe, IMYILIECTREHHOE NOJIOKEHNE, 00pa3oBaHue, npodeccus, JOXOIbL, Ipyras
uHpopMaIus.

- 1.3.11. PacnpocTpaHeHue NepCOHANbHBIX AaHHBIX — JCHCTBUS, HAIIPABJIICHHBIE HA NIepeJady
TIEPCOHATBHBIX JJTAHHBIX ONpEICIEHHOMY KpYT'y AUl (Tlepefaya nepcoHalbHbIX JaHHbIX) HIIM Ha
03HAKOMIICHHE C NIEPCOHATBHBIMY JAHHBIMI HEOTPAaHHYEHHOTO KPYTa JIMII, B TOM YHCIIE
0OHapo/I0BaHHUE TIEPCOHANBHBIX JAaHHBIX B CPEACTBAX MaccoBoil nH(popMalu, pa3MeuieHHE B
NH(pOPMaHOHHO-TEIEKOMMYHHUKAIMOHHBIX CETAX WM IPEIOCTaBIECHHE A0CTYyNA K IEPCOHATBHBIM
JIAHHBIM KaKHM-JIM00 HHBIM CIOCOOOM.

1.3.12. CneunanbHble KATETOPUH IEPCOHATBHBIX JaHHBIX — NEPCOHAIBHBIE JAHHBIE, KACAIOIIHAECS
PacoBO#, HAMOHATBHON PUHAIEXKHOCTH, NOJIUTHUECKUX B3TJISA0B, PETUTHO3HBIX WK
duiocopckux yoex ieHui, COCTOSHUS 310POBbs, MHTUMHON XKH3HH CYOBEKTa NIEPCOHAIBHEIX JaHHBIX.

1.3.13. VHRYTOXEHHE MEPCOHATBHBIX JAHHBIX — JCHUCTBUSA, B PE3YJITATE KOTOPBIX HEBO3MOXHO
BOCCTaHOBHTH COAEPKAHUE MEPCOHABHBIX JAHHBIX B HH(OPMAIIMOHHOHN CUCTEME NIEPCOHAIBHBIX
- JaHHBIX WIK B pe3yJIbTaTe KOTOPHIX YHHYTOXKAIOTCSA MaTepUaIbHbIE HOCUTENIU HEPCOHANTBHBIX
JAaHHDbIX.

2. Mopsinok 06padoTKH NEPCOHATBLHBIX JAHHBIX

2.1. O6paboTKa nmepcoHanbHbIX AaHHBIX B MHpopmamonnbix cuctemax lkonsr qomkna
OCYIIECTBNATHCS HAa OCHOBE IPHHIUTIOB:




- 3aKOHHOCTH IieNel ¥ crioco6oB 00pabOTKH MEPCOHATBHBIX JaHHBIX H 0OPOCOBECTHOCTH;

- COOTBETCTBHS LCCi 06pa6OTKI/I NCPCOHAIBHLIX JJAHHBIX UEIAM, 3apaHee OIPEACIICHHBIM U
3a4ABJICHHBLIM ITPpH cGope NEPCOHATIBHBIX TAHHBIX, a TAKKE MOTHOMOYUAM OIICpaTOpa,

- COOTBETCTBHS 00BEMA H XapakTepa 06pabaThiBacMBIX IEPCOHATBHBIX JaHHBIX, CTIOCO00B 00paboTKu
IEPCOHANBHBIX JAHHBIX HENIAIM 00pabOTKH NEPCOHANBHBIX JaHHBIX,

- JOCTOBCPHOCTH NEPCOHAIBHBIX NaHHbIX, UX JOCTATOYHOCTH 1 nenen O6pa6OTKPI, HEOOIIYCTHMOCTH
O6pa6OTKI/I IIEPCOHATIbHBIX JAHHBIX, U30BITOYHBIX 110 OTHOIIEHHIO K LECJIAM, 3a3BJICHHBIM IIpU C60p€
NEPCOHANBbHBIX JaHHBIX;

- HCAONYCTHMOCTHN 00BEIMHECHUS CO3JIAHHBIX IS HECOBMECTHUMBIX MCXAY co0o0ii tenest 6a3 NaHHBIX
HH(i)OpMaHHOHHLIX CHCTEM NICPCOHAJIBHBIX JAHHBIX.

2.2. OOpaboTka nepcoHABHBIX JaHHBIX B HpopManmonssix cucremax Ikons: Mmoxer
OCYIIECTBIATHCS ONEPATOPOM C MUCBMEHHOTO COrIacHs CyOhEKTOB IEPCOHAIBHBIX JaHHBIX, 3a
MCKJTIOYEHHEM CIIEAYIONMX CIIy4aeB, KOT/1a TaKoro Corjacus He Tpebyercs, ecnu:

- 06paboTKa NePCOHANBHBIX JAHHBIX OCYIIECTRIISICTCS Ha OCHOBaHUY (eliepaibHOIO 3aKOHA,
YCTaHABIUBAIOIIETO €€ LeJb, YCIOBUS MOJIYYCHHS IEPCOHAJILHBIX JAHHBIX ¥ KPYT CYOBEKTOB,
TIepCOHAIbHBIE JAHHBIE KOTOPBIX MOUTEKAT 00paboTKe, @ TAKIKE ONPEACIAIONIECTO MOTHOMOUHUS
oneparopa;

- 06pa60TKa NEPCOHATIBHBIX TAHHBIX OCYIICCTBIACTCA B HCIAX UCIIOJHCHUAS OTOBOPA, OJTHOM H3
CTOPOH KOTOPOTO SABJIACTCA C}’6’I>€KT IICPCOHAIBHBIX TaHHBIX,

C = o6pa60TKa TNEPCOHATILHBIX MAHHBIX OCYIUCCTBIIACTCA AJiA CTATUCTHYCCKUX WJIM UHBIX HAYYHBIX HejaeH -
IIpH yCJIOBUH 00s3aTeNbHOr0 003 THYHBAHUS NEPCOHATTBHBIX JaHHBIX,

- 06pa60TKa NEPCOHATIbHBIX JAHHBIX HeoOXoaHMa U1 3aUTUTH JKHA3HU, 300POBbA WK UHBIX XKH3HCHHO
BAXXHBIX HHTCPCCOB cy61)e1<Ta TCPCOHATBHBIX AaHHBIX, €C/TH IIOJTY4YCHHUE COrTIaCusd CY6’BGKT€1
IICPCOHAJIBHBIX JAHHBIX HEBO3MOXKHO.

2.3. ObpaboTka OnepaTOpoM CHENMANBHBIX KaTErOpuil MEPCOHATBHBIX AaHHBIX B MHOOPMAITHOHHBIX
cucremax 1lIkonsl qonyckaeTcs ecnu:

- cyOBEKT NepCOHAIBHBIX JAHHBIX 4 COrIache B MUCHBMEHHOM (hopMe Ha 0OpaboTKy CBOHX
NEPCOHANBHBIX JaHHBIX;

© - IEPCOHAIBHBIC JAHHBIC ABJIAIOTCA 06HI€Z[OCTYHHBIMH;

- IEPCOHANbHBIE JAHHBIE OTHOCATCS K COCTOSHUIO 3A0POBhS CYyOBeKTa EPCOHANBHBIX TAaHHBIX H HX
00paboTKa HeoOX0IMMa JUTs 3aLUTHI €r0 KU3HH, 310POBbs UM UHBIX KU3HEHHO BAXKHBIX HHTEPECOB
700 XHU3HHU, 37J0POBbSI WIIK HHBIX XKH3HEHHO BXHBIX HHTEPECOB JPYTUX JIHIL, ¥ TOTy4YEHHE COTNacus
cyOBbeKTa

NEPCOHAIBHBIX JaHHBIX HECBO3MOXHO,

00paboTKa NepCOHAILHBIX JaHHBIX OCYIIECTBIACTCS B MENUKO-NIPOPUIAKTHYECKIX UENAX, B NEIIX
YCTAHOBJICHMS MEJUIMHCKOIO AHars03a, OKa3aHus MeJIMLUMHCKAX U MEIHKO-COUUaNbHbIX YCIIYT IPH
YCJIOBHH, 4TO 00paboTKa NEPCOHATIBHEBIX JJAHHBIX OCYILECTBISETCS JIMIOM, TPOGECCHOHAIBEHO
3aHUMAIOIUMCS MEMIMHCKOMN JEATEIBHOCTHIO U 00s13aHHBIM B COOTBETCTBHH C 3aKOHOJATENBLCTBOM
- Poccuiickoit @etepatiuy COXpaHsATh BpaueOHYIO TaifHy.




2.4. B ciyuae eciv onepaTop Ha OCHOBAHUH JIOTOBOPa MopydaeT 00paboTKy NEPCOHANBHBIX JaBHBIX
APYTOMY JIHIY, CYIIECTBEHHBIM YCTIOBUEM JOTOBOPA ABISAETCA 00A3aHHOCTD ODECTIEICHUS YKA3aHHBIM
JIALOM KOH(QHIEHIMATHHOCTH TIEPCOHANBHBIX JaHHBIX U 6€30IaCHOCTH NIEPCOHABHBIX JAHHBIX [PH
ux obpaboTke.

2.5. Oneparop, HoTyqaromuil 10CTyN K NepCOHAIBHBIM JaHHBIM, T0JDKEH 00eCIIeuBaTh
KOH()HUICHIIMATHLHOCTD TaKHAX JTAHHBIX, 3a HCKIIIOYEHNEM CITy4acs:

" -B cjrydac 00e3THIHBaHUS HNEPCOHAIBHBIX JaHHBIX,
- B OTHOUICHUHA O6IH€IIOCT}’HHBIX NEePCOHAIBbHBIX JAHHBIX.

2.6. O0paboTka nepcoHAIbHBIX JaHHbIX B MHopmatmonnasix cuctemax Ilkone! ocymecTsisercs
TOJILKO C COTJIacHs B MUCbMEHHON (popMe CyObEeKTa HEPCOHANBHBIX JaHHBIX, 3a UCKIIIOUEHUEM
CllydaeB, IPEAYCMOTPEHHBIX (elepaTbHBIMH 3aKOHAMH, KOTOPHIMH IPeAyCMaTPHBAIOTCS CIIydan
00s13aTeILHOTO NPEIOCTABNICHHS CyOBEKTOM NEPCOHATIBHBIX JAHHBIX CBOMX NEPCOHAIBHBIX JAHHBIX B
LENAX 3alIMTHl OCHOB KOHCTUTYLIMOHHOTO CTPOsl, HPABCTBEHHOCTH, 3X0POBbS, NPAB H 3aKOHHBIX
HHTEPECOB APYTHUX JIHLL, oOecriedeHys 000POHBI CTPaHBI H O€30I1aCHOCTH TOCYAapCTBa.

2.7. IluceMenHOE coraacue cyObeKTa NEPCOHANBHBIX JaHHBIX Ha 00pab0TKY CBOMX IEPCOHAIBHBIX
nanueix B Mupopmanmonusix cucremax LIIkosp! JOKHO BKITIOYATH B ce0si:

- (haMHJTHIO, MM, OTYECTBO, A/IpeC CYOBEKTa IIEPCOHATBHBIX JJAHHBIX, HOMEP OCHOBHOTO IOKYMEHTA,
YIOCTOBEPSIONIETO €r0 JINTHOCTh, CBEICHHS O IaTe BHLAAYM YKa3aHHOTO JIOKYMEHTA U BBIAABIIEM €r0O
OpraHe;

- HauMeHoBanue ((paMITHIO, KMs, OTIECTBO) H aJIpec OepaTopa, NONYJatoIero coriacue cyorexra
HICPCOHANBHBIX JIAHHBIX;

- eJ16 00pabOTKY NEPCOHANBHBIX JaHHBIX;

- NIEPCYCHb NCPCOHAJIBHBIX JaHHBIX, Ha o6pa60TKy KOTOPBIX JACTCA COriacue Cy6’L€KTa
TIEPCOHAIBHBIX JAHHBIX,

' - nepeuenn NEUCTBHMN C TIEPCOHATBHBIME JAHHBIMHA, HA COBEPLICHUE KOTOPBIX AACTCA coriacke, obuiee
OTHCAHKE UCTIOJB3YEMbIX ONIEPaTOPOM CHOCO00B 00paloTKH NEPCOHANBHBIX TaHHbIX;

- CPOK, B TCYCHUEC KOTOPOI'0 HeﬁCTByeT COrjacue, a TakKe NopAnoK €ro OT3wiBa.

2.8. O6s13aHHOCTH NPEJIOCTABUTD JI0KA3aTENILCTBO MOJYYECHHS COrIacHs CyOheKTa NEPCOHATBHBIX
JAHHBIX Ha 00paboTKy ero NepcoHabHbIX AAHHBIX, a B cirydae 00paboTku 00IIen0CTyIHBIX
TIepCOHANTBHBIX JaHHBIX B MH(OpMaImoHHbIX

cucremax I1Ixosnr 00s3aHHOCTD JOKA3bIBAHUS TOTO, YTO 00pabaThiBacMbIe NIEPCOHATILHBIE TAHHBIC
SBJIIOTCS OOLIEIOCTYITHBIMH, BO3/IaracTcs Ha oreparopa.

2.9. B ciiyuae HeeecriocoOHOCTH CyObeKTa IIepCOHATBHBIX JAHHBIX COIJIache Ha 00paboTKy ero
HepcoHaNbHBIX NaHHbIX B Mudopmannonnsx cuctemax 1Ikonst qaet B miceMeHHOR Gopme
3aKOHHBIH NPEICTAaBUTENb CYOBEKTa NEPCOHAIBHBIX TaHHBIX.

2.10. B cny4ae cMepTH cyOBeKTa NepcoHAIBHBIX JAaHHBIX corjiacrue Ha 00paboTKy €ro mepcoHaabHbIX
nannbiX B MabopMmaimonssix cucteMax LIkosrs! 1aloT B THCEMEHHOH HopMe HacleJHUKH CyObeKTa
MIEPCOHABHBIX HaHHBIX, €CJIH TAKOE COTIacue He ObUIO JIAaHO CYOBEKTOM IEPCOHANBHBIX JAHHBIX IIPH
€ro JKHU3HH.




. 2.11. Cyb6bexT nepcoHalIbHBIX JJAHHBIX UMEET MIPaBO Ha MOJyYeHHE CBeACHUH 06 00paboTKe CBOMX
NEePCOHATBHBIX TaHHBIX B MHbopManmorubsx cuctemax 11lkonsl, a onepaTop 00sA3aH UX MPEAOCTaBHTh
B COOTBETCTBHH CO cTaThsimMu 14 u 20 enepansroro 3axona ot 27.07.2006 Ne 152-d3 «O
TIePCOHANBHBIX JIAHHBIX ).

3. MepbI no obecnieueHno 6€301aCHOCTH NEPCOHATBHbIX JaHHBIX NP HX 00padoTKe

3.1. be3onacHOCTb NEPCOHATBHBIX JaHHBIX, 00pabaTbiBacMbIX B IHPOpPMAITMOHHBIX CUCTEMaX
IIxonel, foCTUraeTcs NyTeM UCKIIOYEHUA HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE ClIy4aitHOrO,
JIOCTYTIa K IEPCOHANBHBIM JaHHBIM, PE3YIbTATOM KOTOPOTIO MOXET CTaTh YHUUYTOKEHUE, U3MEHEHUE,
OJIOKMpPOBaHUE, KOMUPOBAHKE, PACIIPOCTPAHEHHE IEPCOHANTBHBIX AAaHHBIX, a TAKKE MHBIX
HECAaHKIMOHUPOBAHHBIX JIEHCTBUM.

. 3.2. JIns obecnieuenus 6€30MaCHOCTH NEPCOHATBHBIX JAaHHBIX IPU MX 00paboTtke B MHpopMannoHHBIX -
cucreMax 1IkoJbl OCYIIECTBAAETCS 3aILUTA:

- uHdopManuu, 06pabaThiBaeMOii C NCIONb30BAHHEM TEXHHICCKHX CPEJCTB;

- pHpOpMAIUH, collepKalencs Ha OyMa)kHOH, MATHUTHOM, MarHUTHO-ONITHYECKON B HHOH OCHOBE
(HOCUTENsAX ).

3.3. Pabothi o obecrniegeHuio 0€30MacHOCTH NePCOHATIBHBIX JaHHBIX NpH UX 00paboTke B
Wnpopmaunonsbix cucremax [Ikons! ABIAOTCS HEOThEMIEMOM 9acThIO paboT 10 CO3AHUIO
WH}opManmOHHBIX CHCTEM.

3.4. Nadopmanmonnbie cucreMsl Lllkousr knaccudunmpyrores oneparopoM. [Iposenenne

- xraccudukamuu MHpopMannoHHbIX cuctem onpezeneHo ITopgakoM nposeaeHns xiaccuukanuu
WH(POPMAMOHHBIX CUCTEM NIEPCOHANBHBIX JAHHBIX, YTBEPKACHHBIM COBMECTHBIM IIPUKA30M
DeiepatbHOM CIYXKObI 10 TEXHAYECKOMY U 9KCTIOPTHOMY KOHTpoo, OenepanbHoit ciryxOb
6ezonacHoctu Poccuiickoii @enepanud, MUHHCTEPCTBOM HHPOPMALIHOHHBIX TEXHOJIOTHH H CBS3H
Poccuiickoit @enepanun ot 13.02.2008 Ne 55/86/20.

3.5. O6MeH nepcoHaILHBIMYU JaHHBIMU NIpH UX 00paboTtke B MHpopMarmmonnpx cuctemax [xons
OCYILECTBISETCA IO KaHAJIaM CBSI3HU, 3aIlUTa KOTOPBIX 06ecrieunBaeTcs MyTeM peann3aiii
COOTBETCTBYIOIIMX OPTaHU3AIMOHHBIX MEP U (HIIH) IyTeM NPUMEHCHHS TEXHUYECKUX U MPOrPaMMHBIX
CPENCTB.

3.6. Pasmeruenne Vrdopmaimonnbx ciucreM [1Ikonbl, cnenuansHoe 060py10BaHUe U OXpaHa
IIOMEIIEHHH, B KOTOPBIX BeleTCsA padoTa ¢ NepCOHABHBIMHA JaHHBIMHU, OPTaHM3aIMs PEXHUMA

- obecrieyeHus 6E30ITaCHOCTH B ATUX IOMEIICHUAX JODKHBI 00€CIIeYNBATh COXPAHHOCTh HOCHTENEH
NEPCOHATBHBIX JJAHHBIX W CPEJICTB 3aUIHTHl HHPOPMAIHH, a TAKOKE UCKIIFOYaTh BO3MOXXHOCTh
HEKOHTPOJIMPYEMOIO TPOHUKHOBEHHS WM NPEObIBAHUS B 9THX IIOMEIICHASIX TIOCTOPOHHHUX JIHIL.

3.7. Be3omacHOCTb MepCOHANBHBIX JaHHBIX P ux 00paboTke B Mudopmaronnsix cucteMax [lkoms:
obecrieyrBaeT ONepaTop WM JIMLO, KOTOPOMY Ha OCHOBaHHH JOr0OBOPA OIEPATOpP MOpyYacT
00paboTKy epcOHANBHBIX JAHHBIX (Janee — Y HOIHOMO4YEHHOE THII0). CyIEeCTBEHHBIM YCIOBHEM
JOTOBOPA SBISETCS: 003aHHOCTD Y HOJIHOMOYEHHOT0 JINIA 00eCTIeunTh KOH(QUACHIHAILHOCTD
[IEPCOHATBHBIX JAHHBIX H 0€30MaCHOCTh NEPCOHANIBHBIX JAHHBIX IIPU HX 00paboTke B
HHGOPMALMOHHON CHCTEME.

3.8. Ilpu oO6paboTke nepcOHANBHBIX AaHHBIX B MHpopManmonnbix cucremax [lIkonst 6e30nacHOCTD
obecnednBaeTcs:

- IIPOBEICHAEM MEPOTIPHATHH, HANIPABICHHBIX HA IPeJOTBPAILCHUE HECAHKIIMOHMPOBAHHOTO JOCTYIA
K MIEPCOHANLHBIM JIaHHbIM U (WIIH) IEpeaaty uX JuiaM, He IMEIOIUM NIpaBa JOCTYNa K TaKOn
uHGOpMAINHY;




- CROEBpPEMEHHBIM OOHapy)XeHHeM (aKTOB HECAHKIIHOHHPOBAHHOI'O JOCTYIMA K NEPCOHATBHBIM
JIAHHBIM;

- He/IONYIIEHHEM BO3/ICHCTBH Ha TEXHWYECKHE CPEICTBA aBTOMaTU3HPOBAHHOH 00pabOTKH
IEPCOHATBHAIX JAHHBIX, B Pe3YJIbTaTe KOTOPOro MOXET OBITh HapyIIEeHO WX (QYHKIMOHHPOBAHHE;

" - BO3MOXXHOCTBIO HE3AMEIJIUTEIIPHOTO BOCCTARHOBJICHHS IIEPCOHAJIBHBIX JAHHBIX, MOI[H(I)HHHPOB&HHHX ‘
MM YHUYTOXKCHHBIX BCJICACTBUEC HECAHKITMOHNPOBAHHOTO JOCTYIIA K HUM;

- NOCTOAHHBIM KOHTPOJIEM 3a obecrnieueHueM YPOBHA 3alMAIIICHHOCTH IICPCOHAIBHBIX JaHHBIX.

3.9. 3amuTa NepcoHaIbHBIX JIaHHBIX, oOpabarbiBaeMas B iHGpopmanuonHeX cucteMax [Ikonsl,
obecrieynBaeTcs 3a cueT cpeacts [lIkomb! B nopsake, yCTaHOBICHHOM ¢eepalbHbIMH 3aKOHAMH.

3.10. JToctyn cotpyanukoB I1Ixonbl k nepcoHaIbHBIM JaHHbBIM, 00pabaThiBaeMbIM B
Hudopmammnonarix cuctemax [Ikosbl, 11 BEITOTHEHHA CBOUX

JIOJDKHOCTHBIX 00s13aHHOCTEH IIPOA3BOIUTCA K COOTBECTCTBYIOLUIUM NNEPCOHATIbHBIM
' JAHHBIM HA OCHOBAHHWH CIIHCKaA, YTBCPXKIACHHOT'O OIICPaTOPOM.

4. OcodeHHOCTH 00padOTKH NEPCOHATBHBIX AAHHBIX, OCYLIECTBIAEMBIX 0€3 HCNO0JIb30BAHUSA
CPEACTB ABTOMATH3AUHH

4.1. IepconanbHbie JaHHBIE IPH UX 00paboTKe, ocymiecTBIsieMoit HeaBToMaTH3MpOBaHHBIM
CHOCODOM, TOHKHBI 000CO0ATLCA OT HHOH HHPOpMANuH, (PHKCAITUCH MX Ha OTAEABHBIX
MaTePHATBHBIX HOCUTEJIAX NEPCOHATBHBIX IAHHBIX (Jjaliee - MaTepraibHbIe HOCUTEH), B
CHENHANBHBIX pa3jieflaX KHUT ()KYPHAJIOB) WM Ha MoJisiX (opM (OIaHKOB).

4.2. Tlpu puKcanum NEPCOHATBHBIX AaHHBIX Ha MaTepHalbHBIX HOCUTENSIX HE I0NyCKaeTCs (PUKCalus
Ha OJTHOM MaTepHAIbHOM HOCHUTEIE IEPCOHATBHBIX TaHHBIX, HEIH 00pabOTKH KOTOPBIX 3aBEJOMO HeE
COBMECTUMBI. [ 00paboTKH pa3inu4HbIX KaTeTOpHUi IEPCOHANBHBIX JAHHBIX, OCYIIECTBISEMOH

" HeaBTOMaTH3HpOBaHHBIM CIIOCOGOM, JUIS KOXKION KATErOPHH NIEPCOHANBHBIX JAHHBIX TOJDKCH
HCTIOJIB30BATHCS OTAEIbHbIH MarepuaibHbIi HOCHTEb.

4.3. Ilpu ucmoNp30BaHNH THIIOBBIX GOPM JOKYMEHTOB, XapakTep UH(POPMALHH B KOTOPBIX

npeamnojaaracT Uil JOIYCKACT BKIIIOUCHUE B HUX [MEPCOHATIbHBIX JaHHDBIX (ﬂanee —~ Tumoas (bopMa),
JOJI’KHBI CO6JHOI[aTBCSI CIICAYIOMIHAEC YyCIIOBHAA!

4.3.1. TunoBas ¢popMa UK CBSI3aHHBIE C HEW JOKYMEHTHI (HHCTPYKUMSA 110 €€ 3all0NHEHHMIO, KaPTOYKH,
peecTphl U KypHAIbI) JIOJDKHBI COJEPXKATh:

~ CBEJIEHHS O 11eaM 00paboTKH MEPCOHATBHBIX JaHHBIX, OCYIIECTRIITeMOil HeaBToOMaTn3npoBaHHbIM
CII0COo00M;

- uMs (HAMMEHOBAHKE) U aIPEC ONEPAToOpa;

- (haMHIIHIO, UMSI, OTYECTBO H ajpec CyOheKTa EPCOHATBHBIX NaHHbIX;
- ICTOYHHK IIOY4€HHs MePCOHANBHBIX JaHHBIX;

- CpoKH 00pabOTKH NEPCOHANIBHBIX JAHHBIX;

- TIepeYeHb JAHCTBHI ¢ NEPCOHANBHBIMU JaHHBIMM, KOTOpBIE OYAyT COBEPIIATHCS B MPOIIECCE UX
00paboTKy;




- 00I1iee ONMUCaHNE HCIOJIB3YEMBIX ONEPATOPOM Croco60B 00paboTKH MEPCOHANBHBIX JaHHBIX.

4.3.2. TunoBas popMa JOKHA OPEAyCMATPUBATH I10JIE, B KOTOPOM CyOBEKT HEPCOHATBHBIX JAHHBIX
MOXET MOCTaBUTh OTMETKY O CBOEM COTJIaCHM Ha 00paboTKy MepCOHABHBIX JIaHHBIX,
ocyuecTBisieMyro HeaBTOMaTH3UPOBaHHEIM CHOCOOOM.

4.3.3. Tunosas ¢popMa JODKHA OBITH COCTABNIEHA TaKUM 00pa3oM, YTOOBI KXKIBIN U3 CYyOBEKTOR
HIEPCOHANBHBIX JAHHBIX, COAEPXKAIIUXCS B TOKYMEHTE, KM BO3MOKHOCTh 03HAaKOMHUTHCS CO CBOMMHU
IIEPCOHAJILHBIMH JJaHHBIMHU, COJIEPKAIMMHKCS B JOKYMEHTE, HE Hapylias [IpaB M 3aKOHHBIX HHTEPECOB
WHBIX CYOBEKTOB MEPCOHANIBHBIX JIaHHBIX.

4.3.4. TunoBas ¢opma JOJDKHA HCKITIOYATh OOBEMHEHHE MOJIEH, TpeJHa3HAYCHHBIX Il BHECEHUS
- TIEPCOHAIBHBIX JAHHBIX, eI 00pabOTKH KOTOPBIX 3aBE€IOMO HE COBMECTHMBL.

4.4. Tlpu HecoBMeCTHMOCTH eJielt 00paboTkK NEePCOHATILHBIX AaHHBIX, 3a(HKCHPOBAaHHBIX HA OHOM
MareprnaipHOM HOCHTENE, €t MaTepHanbHbIH HOCHTEb He O3BOJISET OCYLIECTBIATh 00paboTKy
IEPCOHANBHBIX AAHHBIX OTAEIBHO OT APYIHX 3a(MKCHPOBAHHBIX HAa TOM K€ HOCHTENE NEPCOHATBHBIX
JaHHEIX, JOJDKHEI OBITH NPHHSATH MEPHI [0 00ECIIEUEHUIO pa3AeabHON 00paboTKH NePCOHATBHBIX
JIaHHBIX:

4.4.1. Ilpn HeoOXOUMOCTHU HCIIOJIH30BAHKSA WM PACIIPOCTPAHEHNS ONPENEIICHHbBIX NEPCOHATBHBIX
JIAHHBIX OTIEIBHO OT HAXOIAIUXCS HA TOM Xe MaTepuaabHOM HOCHTENE APYTHX MePCOHATBHBIX
JAHHBIX OCYLIECTBISCTCS KOTMPOBaHUE TIEPCOHATBHBIX JaHHBIX, MOJICKANIUX PACIPOCTPAHECHHIO HIIH
ACIIOIL30BaHMIO, CIIOCOO0M, HCKITFOYAIOIHM OJHOBPEMEHHOE KONMPOBAHUE EPCOHABHBIX JaHHBIX,
He MOUISKAMUX paclPOCTPAHEHHUIO H UCIIOIB30BaHHUIO, M HCIOIB3YETCA (PacipOCTPAHSETCS) KOTIHS

- IEepCOHAIHHBIX TAHHBIX.

4.4.2. llpu HeOOXOAUMOCTH YHUUTOXKEHNS MM OTOKMPOBAHHS JaCTH NIEPCOHAIIBHBIX HaHHBIX
YHHYTOKAETCS WK Oyokupyercs MarepuanbHbIi HOCUTEND C [IPEABAPUTENBHBIM KOITHPOBAHHEM
CBEJICHUI, HE MOJIEKAIIMX YHHITOKESHHUIO WK OJIOKMPOBAHHIO, CHOCODOM, HCKIIFOYAOIIHM
OJIHOBPEMEHHOE KOTIMPOBAHNE IIEPCOHABHBIX JAHHBIX, NOIEXKAIIUX YHUUTOKECHHIO HITH
OJIOKMPOBAHUIO.

4.5. YHAUTOXKEHHE WM 00€3TMYMBaHNE YaCcTH NIEPCOHATIBHBIX JAHHBIX, €CITH 3TO JOMYCKACTCS
MarepuansHbIM HOCHTEIEM, MOXKET TIPOU3BOIUTECA CIIOCOO0M, HCKIIIOYAIOUIMM JAIbHCHILIYIO
00paboTKy 3THX IEPCOHAIBHBIX IaHHBIX C COXPAHEHHEM BO3MOKHOCTH 00pabOTKH MHBIX AaHHBIX,
3a(UKCUPOBAHHBIX HA MATEPHAILHOM HOCHTENE (YAAICHUE, BBIMAPHIBAHHUE).

- 4.6. I1pasuia, npeaycMOTpeHHbIE MyHKTaMu 4.4 v 4.5 HacToswero [1ooxeHus, IPUMEHSIOTCS TAKKe
B Cllydae, eClid HeoOX0uMOo 00eCIeunTh pasiebHyl0 06paboTKy 3aMKCHPOBAHHBIX HA OJJHOM
MarepuanabHOM HOCHTENE HEPCOHAIBHBIX JaHHBIX U HHPOPMALKH, HE SBIISIOMIEHCS [IEPCOHATTEHBIMH
JIAHHBIMHU.

4.7. VTouHEHME NePCOHABHBIX AaHHBIX IPH OCYIIECTBICHUH UX 00paboTKH

HeaBTOMaTI/I?:HpOBaHHbIM crocobom IPOU3BOAUTCA TYTEM OOHOBJICHUS WJIN H3MCHEHHUS IaHHbBIX Ha
MaTepPIaIIBHOM HOCHTEIE, a €CHIM 3TO HC JOITYCKACTCI TEXHHICCKHMH 0COOEHHOCTAMU
MaTepHajIbHOI0 HOCUTCILA, - IIyTCM q)HKCaIII/II/I Ha TOM X€ MarepuajibHOM HOCHUTECIIC CBEJACHUH O
BHOCHMEIX B HHX U3MEHEHHAX JTHOO IIYTEM H3TOTOBJICHHSA HOBOI'O MATCPHATIBHOTO HOCHTCIIA C
YTOYHCHHBIMH IICPCOHATBbHBIMH JIAHHBIMH.

- 4.8. O6paboTKa epcOHATBHBIX NaHHBIX, OCyLIecTBIeMas HearToMaTH3UPOBAHHBIM CIIOCOOOM,
JIOIKHA TPOU3BOAUTHCS TAKUM 00pa3oM, YTOOBI B OTHOIIEHUY KX 10U KaTeropHu NEPCOHANBHBIX
JIAHHBIX MOXHO OBLIO ONPENEIHTh MECTA XPAHEHUS TIEPCOHATBHBIX JaHHBIX (MaTtepranbHbX
HocuTeNell) ¥ yCTAHOBHTH TIEPedeHb JIHII, OCYIIECTRISIOMMX 00paboTKy MEPCOHANBHBIX HaHHBIX JIHO0
AMEIOIIMX K HAM JOCTYII.




4.9. HeobxoanMo obecrieunBaTh pas/ie/IbHOE XpaHEHNE IEPCOHATBHBIX NaHHBIX (MarepraitbHbIX
HocuTenei ), 06paboTKa KOTOPBIX OCYLIECTBIAECTCSA B PA3IMYHBIX UENSX.

5. O6s13aHHOCTH JIMII, HMEIOIIMX JOCTYH K HePCOHANLHBIM JaHHBIM

. 5.1. OtBeTcTBEHHOCTH 3a obecnedeHne Oe30IaCHOCTH IEPCOHANBHBIX JJAHHBIX U HAUICKAIIUN peXuM
paboter Undopmanmonnsix cucteMm IIkossr Bo3naraercs Ha pykopoaurens [lkomsr.

5.2. B cBoeit pabore corpynnuku lllkomnel, fonymennsle K 00paboTKe MepCOHATBHBIX JAHHBIX B
Hudopmaumonssix cucremax HIkounsl, JO/DKHBI pYKOBOJCTBOBATHCS TpeOOBaHUIMH (eIepaTbHBIX
3aKOHOB, HOPMATHUBHO-IIPaBOBbIX JOKyMeHTOB IIpaButenbcTBa Poccutickoit @enepanum,
QenepanbHON CHyKOBI IO TEXHUYECKOMY M IKCIIOPTHOMY KOHTpOM0, PenepanbHoi ¢y Obl
oe3onacuoctu Poccuiickoil Oenepanun, MurrctepcTBa HHGPOPMAIMOHHBIX TEXHOJIOTHIA U CBSI3U
Poccuiickoit @enepanu, a Takke HacToawuM IloioxxeHneM ¥ HHCTpyKIMEH NOIb30BaTes 110
3alliuTe NEPCOHATBHBIX JaHHBIX, 00pabaTsiBaeMbIX B HpopManmoHHBIX ciucTeMax.

5.3. B I0JDKHOCTHBIC HHCTPYKIVMH COTPYAHUKOB [1IKOJIBI, YIIOJTHOMOYEHHBIX Ha 00paboTKy
NEePCOHANBHBIX JJaHHBIX B HQpopManmoHHbIX cuctemax [IIkonsl, 10MmKHBI ObITH BHECEHBI

. 00513aHHOCTH 0 HEOOXOMMOCTH BBINOJIHEHUS TpeOOBaHUM M0 obecnedeHHIo 6€30MacCHOCTH
00pabaTpiBaeMbIX UMH NIEPCOHATIBHBIX JAHHAIX.

5.4. OTBeTCTBEHHBIH 3a obecredeHre O€30TIaCHOCTH TIEPCOHANBHBIX MaHHBIX B llIkose
PYKOBOJCTBYETCS B CBOCH IeSATEIbHOCTH MHCTPYKIUEH OTBETCTBEHHOTO 3a o0ecnieueHme
6€e30MacHOCTH IEPCOHATIBHBIX TAaHHBIX, 00pabaTeiBaeMblx B MH(popMannonHsix cuctemax HlIkosnsr.

5.5. [1pn oOHapyXeHUH HapyIIeHUH NOpsIKa MPeJOCTaBICHHIS TEPCOHATBHBIX JaHHBIX,
obpabareiBaeMbix B HGOpMannoHHbX cucreMax [1Ikoisl, onepatop He3aMeUIMTENBHO
IIPHOCTAHABJIMBAET MPEIOCTABICHHE IEPCOHATBHBIX JAHHBIX MOJIb30BaTeNsiM MHQOopManoHHbIX
cuctem [1Kombl 10 BEIABJICHUS IPUYMH HAPYIICHUN M YCTPAHEHUSA STUX [IPHYHH.

5.6. 3a HapyieHue HopM HacTtosinero Ilonoxenns, a Takke QenepalbHbIX 3aKOHOB,

. pETJIAMEHTHPYIOIHX MOPAROK 06paboTky U obecniedenns 6€30MaCHOCTH NEPCOHANIBHBIX JAHHBIX,
corpyaauxu [Ikomsl, JonymeHHbE K paboTe ¢ IepCOHATEHBIME JaHHBIMY B IHpOpMarOHHbIX
cucteMax HIKoJIBI, HECYT TPaXAAHCKO-IIPABOBYIO, aIMUHUCTPATUBHYIO, YTOJIOBHYIO H
JIMCIMILTMHAPHYIO OTBETCTBEHHOCTD B COOTBETCTBUH € JEHCTBYIOIMINM 3aKOHOAATENBCTBOM.




